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GARY L. CRUMRINE

PRINCIPAL NETWORK SECURITY ENGINEER

EDUCATION

High School Diploma, Harlem High School, Machesney Park, IL



1973

TECHNICAL TRAINING

Advanced Raptor Firewall administration, AXENT Technologies



1999

Network security administration, ARG Incorporated





1997

Introduction to Data Communications and Networks, Learning Tree International

1995

Internetworking: Bridges, Routers and Gateways, Learning Tree International

1994

Computer network architectures and protocols, Learning Tree International

1994

Local area network implementation, Learning Tree International



1994

Introduction to wide area networks, Learning Tree International



1993

LAN cabling design and installation, Learning Tree International



1993

Hands on TCP/IP Internetworking, Learning Tree International



1993

UNIX systems and network administration, Learning Tree International


1993

ORACLE PL/SQL, Oracle Corporation






1991

ORACLE Report writer, Oracle Corporation






1991

ORACLE CASE tools, Oracle Corporation






1991

ORACLE Forms 2.3 and 3.0, Oracle Corporation





1991

ORACLE Database and design, Oracle Corporation





1991

Introduction to ORACLE, Oracle Corporation





1991

Introduction to Computer programming, Community College of the AF (CCAF)

1982

Introduction to system software, CCAF






1982

Top Down Structured Programming, CCAF






1982

Introduction to assembly programming. CCAF





1982

Introduction and advanced COBOL programming, CCAF




1982

Introduction to Space Systems, CCAF






1982

Instructor Methodology, CCAF







1979

AC Circuit design, CCAF








1976

DC Circuit design, CCAF








1976

Basic Solid State theory, CCAF







1976

Solid State applications, CCAF







1976

Applied Missile systems I, II, CCAF







1976

High reliability soldering, (NASA)







1976

SPECIAL QUALIFICATIONS

Internet Security Engineering. 5.5 years. Experienced in design, implementation, management of computer network protection architectures, methodologies and devices.  I designed, built and managed a global network of security guard devices being deployed at over 400 locations around the world. Hardware costs were in excess of $4 million dollars, with recurring network management revenues in excess of $2 million Dollars annually.

Project management.  In excess of 15 years experience at senior levels of responsibility has been spread over several projects during the past 20 years.  The tasks included budget preparation, personnel supervision of up to 30 personnel at one time, contract negotiation, technical specification drafting, product test and comparison, customer liaison to include requirements gathering, analysis and review and solution presentations, understanding business practices and providing vision.

HARDWARE: 
DOS based Personal Computers, SUN, CISCO Routers, Velociraptor Firewall appliances, various network hubs/bridges

SOFTWARE:
Spreadsheet


Presentation



MS Excel 2000

MS Powerpoint 2000




Word Processing

Project Management
 


MS Word 2000

MS Project 2000




Firewall


Intrusion Detection




Raptor Eagle


Real Secure (ISS)




Firewall Toolkit

Intruder alert (Symantec)




Anti-Virus


Network Monitoring



NORTON


SiteScope (Freshwater Technologies)




Virus wall (Trend Micro)

SPECIFIC WORK/TASK EXPERIENCE

MANTECH

Oct 2001 - present

Principal Network Security Engineer.  Liaison/consultant between U. S. Department of State, Diplomatic Security office and the Bureau of Public Diplomacy (PD).  Responsible for assessing network security methods, configurations and policies within Public Diplomacy and ensuring all systems meet or exceed Department of State’s policies and procedures regarding computer network security.  I analyze new requirements, assess risk factors and design safe and secure methods to fulfill the mission needs.  I represent Diplomatic Security in Configuration Control Board actions and report all progress, and items of importance to management of Diplomatic Security.   I perform spot check network scanning to ensure continued policy compliance, and interface with the centralized monitoring centers for network intrusion detection and firewall operations. 

INTEGRATED COMMUNICATION SOLUTIONS

January 2000 – Oct 2001

Senior Network Security Engineer.

Designed, planned, budgeted for and built the centralized firewall management center, as well as initiated the program for deployment of firewall devices around the globe in support of Public Diplomacy security initiatives.  During this process, I was responsible for determining hardware and software requirements, test, assessment and selection of multiple network guard devices, off-site network configuration data collection, baseline firewall configuration design, deployment scheduling, end site liaison during installation, compiling configuration management data, and acceptance testing and review by operations.

Secondary duties included functional management of the Centralized firewall management center, assignment of work schedules for a crew of 12 network engineers, as well as representing the U. S. Department of State in discussions with hardware and software vendors. 

INTEGRATED TECHNOLOGIES

August 1996 – January 2000

Senior Network Security Engineer.  I designed, configured, deployed and managed the entire Internet security/Firewall operations program for the Department of State.  The duties included upgrading from a single gateway capable of handling 60 transactions an hour, to being able to handle in excess of 6 million transactions per minute.  In addition, I introduced methodologies and technology designed to eliminate single points of failure and provide automatic fail-over and load balancing, Multiple tiered gateways for providing layers of security, introduction of Demilitarized zones for web hosting, Anti-Virus and content filtering technologies, designed the initial Network Intrusion detection program, instituted Internet gateway clustering.  During this time I expanded the basic coverage from 8 hours a day, 5 days a week, to 24 hours a day, 7 days a week protection, and expanded staff positions from 2 to in excess of 65 persons.  

Secondary duties included project manager and on-site supervisor for all company operations at the U. S. Department of State.  Total value of contract was in excess of $5 million dollars annually.

STERLING SOFTWARE

March 1996 – August 1996

Task Manager.  I was responsible for the test and deployment of software version upgrades in support of classified operations within the Defense Intelligence Agency (DIA).  Secondary duties included direct supervision of 26 technicians located around the world.  During my tenure, I expanded the project income by more than $500,000. 

UNITED STATES AIR FORCE OFFICE OF SPECIAL INVESTIGATIONS (AFOSI)

November 1993 – April 1996

Data Center manager.   During this time, I designed, built and managed the classified and unclassified networks within the operations center at the Air Force Office of Special Investigations.  I replaced outmoded and aging client server applications, designed the first network based collaboration  zone capable of sharing data with multiple locations in a secure manner.  Tasks included design, product comparison testing and selection, build and management of the network devices in an global environment.

Secondary duties involved design and build support of the first Computer Crime investigation laboratory in the Department of Defense (DOD).

UNITED STATES AIR FORCE (AFOSI)

July 1992 - November 1993 

Program Manager, Secure data systems.  I was responsible for design, product test and evaluation, and selection for all classified networks for the AFOSI.  This system replaced outdated message based transactions with a network based, real time communication system used to support investigation activities of field agents around the world.

Task included deployment planning, as well as installation team management, logistics management and project budgeting.  Total cost of the program was in excess of $1.5 million dollars, and resulted in greatly improved communications between field offices and the AFOSI headquarters.

UNITED STATES AIR FORCE (AFOSI)

May 1990 -  July 1992

Senior Programmer/Analyst.  I joined a project team in mid project that designed and built the first network capable data entry system designed for field units to enter case information locally without having to resort to submission by message or by mail.  This method eliminated days, weeks, and sometimes months from the time an investigation was initiated, until it was finally reported to the headquarters.  

After initial design was released with poor reviews, I led a team responsible for improving the design by eliminating extraneous screens and data elements and reduced the size from over 20 pages, to 3.  This resulted in much higher rate of acceptance by field agents, and within two months, the entire agency had adopted the improved system. 

UNITED STATES AIR FORCE (NATO FORCES EUROPE)

June 1986 – May 1990

Data Center Manager/Senior Program Analyst.  I was the Chief program analyst for all peacetime operations for the Headquarters, NATO Forces Central Command as well as the data center manager.  My duties included programming support for all peacetime applications including Budget and finance, Alien registration, Supply/Logistics, and Vehicle registration.  During this time I was awarded the Defense Meritorious medal for my work in a total re-design of the Budget and Finance system that resulted in a recurring cost savings in excess of  $250,000 dollars to the host nation.

Additional duties were management of the entire computer operations center, training of foreign nationals in computer mainframe operations, and direct supervision of U.S. and foreign national operations staff.

UNITED STATES AIR FORCE (US SPACECOM)

September 1981 – June 1986

NCOIC Configuration Management Branch, Early Warning Satellite Program.  Responsible for configuration management operations program.  Tasks included directing the functional and physical configuration audits, standards compliance audits on products received from contractors supporting the project, and chairing the configuration control board.  During my tenure, we delivered 4 major version releases consisting of over 1 million lines of code, as well as over 4 million pages of documentation per version. 

LANGUAGES

Language

Designation

Description
German

familiar

Limited understandability, some read, write

Dutch


Familiar

Limited understandability, some read

GEOGRAPHICAL EXPERIENCES

Netherlands, Germany, Belgium, England

REGISTRATIONS/CERTIFICATIONS/LICENSES

Certified Information Systems Security Professional (CISSP), 2000

PROFESSIONAL MEMBERSHIPS/LICENSES           None
AWARDS AND HONORS

Defense Meritorious Service Medal awarded for designing new budget and finance system which resulted in significant cost savings to the host government. (NATO)

Meritorious Service medal for work on designing and building the first network based criminal investigation reporting system, and the deployment of the classified collaboration network for the AFOSI.

PUBLICATIONS/PRESENTATIONS          None
CITIZENSHIP:               U. S. Citizen

SECURITY CLEARANCE:

Top Secret (TS) /SCI.  Eligible for special Access with Polygraph.

LOCATION            U. S. Department of State, Washington, DC

01/2002


